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Cyber 
Security and 
Cyber Risk

1

Economic prosperity, national security, and our 
individual liberties depend on our commitment to 
securing cyberspace and maintaining a secure and 
reliable Internet. Our critical infrastructure continues to 
be at risk from threats in cyberspace, and our economy 
is harmed by the theft of our intellectual property.

US President Barack Obama

DEFINING CYBER SEcURITY

Cyber security involves the steps organisations need to take 
in order to address the risks they face from their use, and 
their employees’ use, of digital technology, especially IT 
networks, the Internet and mobile devices.

Cyber refers to ‘computers’. You could just as well talk about 
‘digital security’ in that modern computers are driven by 
‘digital’ technology. However, ‘cyber security’ is the term 
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network. But there may be networks other than your corporate 
network that have information about your organisation.

For instance employees may, with or without permission, be 
using public services such as Dropbox to store corporate data. 
The risks here may be obvious in some cases – employees 
storing prospect lists outside the corporate network is an 
obvious risk.

Sometimes the risks may not be apparent. For instance some 
companies have created public Twitter lists of their prospects 
and clients – opening themselves up to the risk of those clients 
being stolen. There may be links to e-commerce sites on a 
corporate Facebook page that provide a hint to competitors 
about that company’s intentions. A corporate website 
will obviously contain information and this may be non-
compliant with industry regulations or other regulations such 
as fair trading and data protection. A cyber security process 
needs to examine anywhere that corporate information (i.e. 
information about or owned by an organisation) can appear.

There is additionally a need to have robust processes to deal 
with ex-employees. Do they still have access to some or all 
of your organisation’s computer systems? This could be 
information they have on personal devices. It could be (and 
often is) access to your organisation’s social media accounts 
because no one has changed the password since they left. It 
could even be access to information held in the cloud or on 
third-party websites like Dropbox, again because no one has 
thought to deny them access.
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some form of negotiation, attacks based on mischief could 
involve an organisation trying to engage positively with 
the trouble makers, carelessness may result in some form 
of disciplinary action, while ignorance should be addressed 
through education.
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Social Media 
Risk

10

Social media is not yet generally recognised as a major issue for 
cyber security. Many people think ‘Social media: that’s for the 
PR department to manage, isn’t it?’ In fact the dangers from 
social media can be found in every part of your organisation, 
from the board to the HR department.

And there is one vital thing to realise. Social media possesses 
these risks to your organisation whether or not your organisation 
uses social media. Even if you don’t have a corporate Twitter 
account and a Facebook page your organisation can be at risk: 
because even if you don’t use it, you can be sure that your 
employees and your customers do use it.

Handled badly, social media can cause enormous damage to 
organisations. And that’s why understanding social media risk 
is a very important part of cyber security.

WHAT IS SOCIAL MEDIA RISK

Social media risk is the risk of people causing damage to your 
organisation on social media platforms such as Facebook and 
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REDUcED EmPLOYEE PRODUcTIVITY

At its very simplest, the inappropriate use of social media 
sites can cause a reduction in employee productivity. Some 
organisations simply ban social media use at work but 
the reality is that where this happens people will probably 
access social media via personal devices – or decline to join 
your organisation.

It may be better to control the inevitable use of social media 
in other ways. For instance a policy that restricts the use of 
social media to certain times of day (e.g. lunchtimes) or that 
allows a limited amount of social media during working hours 
(say 15 minutes a day maximum) can be supported by a social 
media usage agreement that informs employees that their use 
of social media may be monitored in certain circumstances 
and that they should have no expectation of privacy when 
using social media at work.

There is probably no need to alter employment contracts to 
manage the use of social media at work. It is likely that an 
instruction to avoid using, or limit the use of, social media 
at work would be regarded as a reasonable management 
instruction rather than something that needs to be written 
into an employment contract. Nonetheless it is better to have 
that sort of instruction in writing, to explain what it means to 
all employees, and to ensure they are aware of any sanctions 
(up to dismissal) that may be imposed if the instructions are 
not complied with.
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10

and developing some pre-prepared holding statements so 
that you can react immediately.

An experienced crisis team. Managing a social media crisis can 
be very stressful. Not only can the crisis burst out in various 
different places (Facebook, Twitter, online communities, blog 
posts …) but the nature of comments from the general public 
can be personally abusive. A team which has experience of a 
crisis, or which has had the opportunity to practise dealing 
with a crisis (there are a number of companies who will run 
a fake social media crisis for your team) will be better able to 
manage any negative consequences.



This page has been left blank intentionally



141

Who is 
Stealing your 
Organisation’s 
Identity?

11

There is an expression (taken from a 1993 cartoon in the New 
Yorker magazine): ‘On the Internet no one knows you are a 
dog.’ In other words you can pretend to be whoever you want 
to be and people have no way of knowing whether it is true.

Why is that a problem? Because people can easily pretend 
that they represent your organisation for their own purposes. 
And that can result in your organisation or its brands being 
damaged in a number of ways, including reputational damage 
and reduced sales.

MONITORING IDENTITY

How can people hijack your identity? In a number of ways. 
Let’s consider that well-known industrial conglomerate, the 
Trumpton Widget Manufacturing Company (corporate motto 
‘Widgets when and where you need them’). Their website is 
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Picking the 
Right Team

15

You can’t leave cyber security to one person. This isn’t just 
because cyber threats occur across organisations, not just in 
the IT department. It’s because a variety of skills are needed 
to handle different cyber threats and because many incidents 
will simply be too big for one person to handle adequately.

A good team will need an effective leader, a core team from 
across the organisation, ad hoc members who have specialist 
knowledge that can be called on where necessary, and contacts 
with any necessary external resources.

THE LEADER

A team has to start with a leader. While cyber risks vary 
considerably (from network hacking, through careless 
personal data loss, to social media reputation damage) it is 
generally sensible to have a single person leading the cyber 
risk team.

This person needs to have the following personal traits:
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It also involves having a system to identify when a potentially 
damaging event is about to happen, is happening, or has 
happened (cyber incidents are not always immediately obvious).

You (or your external IT support team) should be able to 
detect incidents quickly and diagnose their nature accurately. 
While some incidents (such as attempted network intrusion) 
may require considerable technical sophistication others may 
be detected through social media buzz monitoring or reports 
from third parties such as consumers saying your website 
isn’t responding.

A key part of the prediction process is having the ability to 
decide if a damaging cyber incident is happening and, if so, 
what sort of response is needed. This means that a process of 
reporting particular events to a decision-maker (probably the 
cyber risk team leader) needs to be put into place so that the 
authorised decision-maker can make a call that an incident is 
happening and requires a particular response.

PLAN THE REsPONsE

Once an incident has been detected you will need to have a 
good idea of the mitigating actions required. Your intention 
should be to enable your organisation to have preparations 
in place that will prevent damage, limit damage, or enable a 
quicker recovery.

As mentioned in the previous chapter, you will need the right 
team to manage the incident. And they will need to know 
what to do: how to manage the incident effectively and in a 
timely manner such that damage is minimised and repair can 
be undertaken.
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Developing a 
Risk Register

17

An essential part of your security plans should be to develop 
a register of cyber risks. Cyber risks are no different from 
other risks. Some are easy to predict while others are largely 
hidden. Identifying as many risks as possible is important 
and a combination of imagination and historical analysis is 
needed. Not all risks have the same importance: some are 
unlikely but would have a major impact if they happened; 
others are predictable but less damaging. Identifying the 
relative importance of each risk and then agreeing appropriate 
mitigating measures is a fundamental part of cyber security.

IDENTiFYiNG RiSKS

It’s not always easy to spot where cyber risks may exist. 
However, identifying how potential problems can occur is 
vital if an organisation is to create plans for managing cyber 
risks. There are a number of techniques that you can use to 
identify possible problems:
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mitigation and the cyber risk team will discuss this at their 
next meeting. Possible actions could be to strengthen the 
password protocol and to employ two-factor authentication 
when people sign on to Twitter or use single sign on software.



191

Managing 
the Impact 
of Cyber 
Incidents

18

A corporate risk management expert will tell you that there 
are four main ways of managing risks:

1.	 Avoid them: Remove the risk through the elimination of 
the activity or situation that presents the risk.

2.	 Transfer them: Load the risk onto a third party through 
insurance, leasing equipment, or contract wording.

3.	 Reduce them: Minimise the likelihood or impact of the 
incident through training, processes, resources, etc.

4.	 Retain them: Accept that some risks are inevitable or not 
cost-effective to manage.

Cyber risk management is no different although the precise 
actions you can take will depend on the individual risks.
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In addition The Institute of Risk Management published a 
very helpful document on cyber risk management in 2014; 
the full document is only available to members but a detailed 
summary is available to anyone online (https://www.theirm.
org/knowledge-and-resources/thought-leadership/cyber-risk/).

REtaIN CYBER RISK

In some cases it will be appropriate to retain certain cyber risks. 
It is impossible to guard against cyber risk totally and while 
some cyber risk can be reduced or transferred, doing this for 
all cyber risk may not be cost-effective or may be simply too 
expensive for some organisations. Thus single sign-on systems, 
data tracking systems and mobile device management systems 
may be too expensive for smaller organisations to afford.

Similarly the use of personal devices or personal email at 
work may well be accepted as a security risk (employees may 
use them to steal corporate information) because the cost 
of managing these risks is too high in terms of damage to 
employee morale or productivity. In this case the only option 
is to accept the risk.
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